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Introduction

Welcome to the AZNET VPN installation guide! This guide will take you through the process of
using the AZNET VPN solution for remote access to the State of Arizona’s network. Virtual
Private Networks (VPN), grant State employees access to agency materials without being directly
on the agency’s network (i.e. remote access from home). As telecommuting becomes more popular,
VPNs will be an ever increasing tool for productivity. The AZNET VPN solution utilizes a Cisco
VPN platform in order to secure transmission to State network resources.

Microsoft Windows 2000 and XP are the only supported Operating Systems at this time. Other
Operating Systems are not officially supported at this time.

VPN Connection Set Up for Windows XP

The AZNet VPN solution utilizes the AnyConnect client application to operate. A normal Internet
browser (Internet Explorer or Mozilla Firefox) will create the secure “tunnel” for transmission. If
you are using Internet Explorer, please follow the Internet Explorer instructions below. If you are
using Mozilla Firefox, please skip over the Internet Explorer instructions and follow the Firefox
instructions on page 9.
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Internet Explorer

Open your browser window and go to https://vpn.aznet.gov/. Enter your username and password in
the appropriate fields.

[E] AZNet WebvPN gervice - MICTosofe Tnternet Explorer SESc)x|
© Ele Edt View Favorites Todls  Help l’:’

Q0O NRG LHO RS RECY ¢!

- =
¢ fiddrecs (] hktps:fvpn.aznet. govi+CSCOE+flagon. himl

;vIGo

| WS AZNE
Please enter your username and password.
USERMNAME
PASSWORD:
_-El Done é 0 Internet
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Your Internet Browser window will look similar to the screen capture below. Depending on your
browser security settings you may have to click on the top of the browser to support the ActiveX
control.

A Installation - Microsoft Internet Explorer
Ele Edit Wew

Favorites  Tools Help

@Ea\:k L > | lﬂ @ :_:‘] /-' Search ‘E‘_‘:"Favurites {f} i i

9=E3
£

%9 UeaD

Address ‘@_‘I https:/fvpn.aznet.gov /CACHE /stc/2/index.himl

viGo Links *  @0Snaglt

alvale A
clsco Cisco AnyConnect VPN Client

l-g WebLaunch Using ActiveX for Installation

Getting ActiveX. Please wait...
_ Platform

Detection

- ActiveX

@ Opening page ocx,hitm at vpn,aznet.gov (secure Web site). ..

S @ tnternet
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To Install the ActiveX Control, click on “Install ActiveX Control” which will appear after you
select the bar at the top of the browser window. This step should not have to be repeated after the

first installation of the ActiveX Control on your system.

A Installation - Microsoft Internet Explorer

Fle Edit Wew Favorites Tools Help

@Ea\:k L > | lﬂ @ :_:‘] /.-.'Sean:h ‘E‘_‘:"Favurites {f} '._' ._7 ﬂ g ‘ @ ﬂ

Address | - . NOEX.|

@ This site might require the following ActiveX control: 'wpnweb.cab' from 'Cisco Systems, Inc.', Click here to install...

3

EEX
o

it

B

ci1sco Cisco AnyConnect VPN Client

Using ActiveX for Installation

E@ WebLaunch

Please look at the top of vour browser for the

_ Platform information bar:

Detection

- ActiveX

‘what's the Risk?

Information Bar Help

To proceed with set up, select "Install Activex
Control”. If you are prompted to Retry or Cancel,
select Cancel.

Continuing in 26 seconds [skip].

@ Done

S @ tnternet

Please select “Install” from the screen below to download the new client.

Internet Explorer - Security Warning

Do you want to install this software?
Mame: vpnweb.cab

Publisher: Cisco Systems, Inc.

More options

Y

Install ]) Don't Install

While files from the Internet can be useful, this file type can potentially harm
your computer. Only install software from publishers you trust, What's the risk?
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When the client is being installed on your computer, you will see a window similar to that shown
below. Please wait while the Install extracts its required files. This process should take about 2
minutes (depending on your connection type, it could take longer).

(3]
] s "r
0-0 NRG L% ELE-URUD
| address [ ] https:/jvpn. aznet.gov/CACHEstej2 index. html v| B
il Cisco AnyConnect VPN Client
cisen Y
The installer is setting up the AnyConnect application. This could
‘% " take a moment. Please wait... =
1
1 to
=
CisCo AnyConneCt VPN Client
| Please wait while \Windows configures Cisco AnyConnect YPH
= clent
......... ] I
@1 Daone é 0 Internet
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When the installer completes you will have a screen similar to the below. If you do not require
internet use, this window can be closed.

[£7 Tnstaliation - MiCTosoFt Internet Expioter WU
Eile Edit Wiew Favaoriees Tools  Help 1’}
Q-0 HNRAG PHO2L a-LRLR
ress | ] https:ffvpn, sznet .gow/CACHE stef2findes, html B T'_' o4 oo

ol Cisco AnyConnect VPN Client
CisCo
@ wWeblLaunch Connection Established

The Cisco AnyConnect YPN Client has successfully

_ Platform connected.

Betection. The connection can be cantralled from the tray icon,

- Activex circled in the image below:

L s =
& (o) » B 4 1ndaE
3 s

- Connected

2] Done 2 @ Internet I

A lock icon in your computer System tray will alert you that your VPN session is connected.

&) dCisco AnvConnect WP Client
Connected

@&

You are now securely connected to the State network and have access to your applications as you
would if you were connected via your office desktop.

Disconnecting instructions for the AZNet VPN can be found on page 14. If you have used Internet
Explorer to connect to the AZNet VPN, please skip over the Mozilla Firefox instructions on the
next few pages.
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Mozilla Firefox
Open your browser window and go to https://vpn.aznet.gov/. Enter your username and password in
the appropriate fields.

[@ AZNocWebVPN gorvice - Mozilla Fitefox. =0

Fle Edt Yiew History Bookmarks Tools Help

E-=2 - @ % | LI nitpsifiven.aznet, gonf+CSCOE+ fagon.heml & =] ] [Gl[5o0ae [&]

’ Getting Starked E,{ Latest Headlines

| || A2Net WebVPN Service (5] | /I, Problem loading page

s AZNET

airons Deparment of Adminisirasan

Flease enter your username and password

USERNAME:
PASSWORD:

bkt fu.yahoo. comys /508470 vpn.aznet.gay 5§
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At the start of the install your Internet Browser window will look similar to the screen capture

below. Depending on your browser security settings you may have to click on the top of the
browser to support the ActiveX control.

[@ Tnstaiation - Moziiia Fitefox FEEOE
Eile Edit \Wiew History Bookmarks Tools Help
\::_Q - id QQ?‘-‘ L/IE | | https:ffvpn.aznet.gov/CACHE ste ) findex. html ) et & | lg'- -
. Getting Started ) Latest Headlines
|| Installation 4 |/ Problem loading page x
alal cisco AnyConnect VPN Client
Cisco
@ weblaunch Using Sun Java for Installation
Security Warning
Platf Atternpting to launch the Sun Java applet which is
- D:te:trir:n digitally signed by Cisco Systems. In arder to

properly download and install the plug-in, be sure
to click "¥es"” on the security pop-up.

- Java Detection @ “

- Sun Java

Done wpn. aznek.gow @
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To continue the installation process, please click on the “Run” button as indicated below.
Warning - SeCurity e
The application's digital signature has been verified. «
Do you want to run the application? =’
Mame: idJavasun
Publisher: Cisca Systems, Inc,
From: https: /fwpn. aznet . goy
Blways brusk conkent Fram this publisher
@ancel ]
E The digital signature has been validated by 2 trosted source, Mare InFarrmation,.,
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Please wait while the Install extracts its required files. This process should take about 2 minutes
(depending on your connection type, it could take longer).

@ Inscaliation - Mozilla Firefox

1 ; BIE=
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it
1) ¥PN Client Downloader
Cl
The installer is setting up the AnyConnect application. This could
take a moment, Pleass wait, .
ix;
e

re to

Cisco AnyConnett VPN Client

=2k [d] Please wait while ‘Windaws configures Cisco AnyConnect VPN
% Clight

‘

Applet idJavasun started

wpn,aznet.gov (5§
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You are now securely connected to the State network and have access to your applications as you

would if you were connected via your office desktop. If you do not require internet use, this window
can be closed.

[@ Tnseanation - Moziila Fiterox ldlad E]@‘
Fle Edit Wiew Hstory Eookmarks Tools Help
\ﬁ = & %:"J ﬁ '-|_| https:ffvpn. aznet.gov CACHE fske/2findex . htrml _:"” '_!Kl .IQ'! A00C E'-« |
. Getting Starked iy Latest Headlines
| || Installation d | /1 Problem loading pags -
il Cisco AnyConnect VPN Client
cisco
‘% webLaunch Connection Established
The Cisco AnyConnect VPN Client has successfully
connected.
_ Platform
Detection

The connection can be controlled from the tray icon,
circled in the image below:

- Java Detection

& [£0) S8 L 1nesp

- 5un Java

- Connected

Applet idlavasun started wpn.aznet.gov 5y

A lock icon in your computer System tray will alert you that your VPN session is connected.

é A Cisco AnyConneck YPM Client
Connecked
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Shortcut

If you have used Mozilla Firefox to connect to the AZNet VPN, you will notice a new program
installed in the “All Programs” menu on your Start Menu. To use this shortcut, click on your Start
Menu and click on “All Programs” on your Start Menu. You will see a folder named Cisco on the
“All Programs” list — follow this folder to the AnyConnect VPN Client (Cisco folder —>
AnyConnect VPN Client folder 2 AnyConnect VPN Client). An AnyConnect VPN Client shortcut
may be installed on the very top of your “All Programs” menu; you may click on this to start the
AZNet VPN. Both shortcut options may be used to connect to the AZNet VPN or you can continue
to follow the previous instructions by going to https://vpn.aznet.gov. This shortcut is only available
after you have used Mozilla Firefox at least once to connect to the AZNet VPN via
https://vpn.aznet.gov.

AnyConnect WP Client]
'-.-'-.-'inﬁp

.lj FCDaeman
,lj Access I6M
.lj Accessories
,lj Action Reguest System
] AIM

,lj Aventail Connect
lﬁ Zisca

r - - - - - - -

ﬁ anyConnect WPH Client ;E AnyConnect VPN Client
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Disconnecting

When you have finished your session, disconnect from the VPN service by right clicking on the
lock icon and choosing “Disconnect.” Then close all of your Internet Browser windows.

Open
Disconneck Iill

Quﬂ:
2 27 PM
ﬂ @@ %} w Wednesday
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Troubleshooting

You may not be able to connect to the AZNet VPN if you are using another VPN Client. If you are
experiencing connectivity problems, please disconnect from any VPN you are using before
connecting to the AZNet VPN.

If you are not able to go to the AZNet VPN’s website, please make sure you are typing the ‘s’ in
https.

h‘mﬂ vpn.aznet.oov
| - |
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