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Document Instructions:  
 

 

ASET Forms: 
 
Project forms are available on the ADOA ASET website – see links below 
 

Project Investment Justification Documents - http://aset.azdoa.gov/content/project-investment-justification 
 
Project Oversight Status Report and Change Request Form – 
http://aset.azdoa.gov/sites/default/files/media/docs/StatusRpt%26ProjChangeForm 0.xls 
 
Web Development Initiatives - Notice of Intent (NOI) form –  
http://aset.azdoa.gov/node/15 
 
 

Double click on square  Yes No and select “checked” for the appropriate box 
then select “OK”. 
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I. General Information 

I.A General Information 

 

 

Agency CIO: 

 
Paula Mattingly 

 

Contact Phone: 

 
 

 

Agency Contact Name: 

 
Raghu Ramaswamy 

 

Contact Phone: 

 
 

 

Agency Contact Email: 

 
 

 

Prepared Date: 

 
7/1/13 

I.B Special Funding Considerations 

 
 Yes No - Does this project require funding approved for a Pre PIJ Assessment phase?  

 
If YES, provide details for the Pre PIJ Assessment funding needs by filling out the areas marked with {A} 

or {Required for Pre-PIJ Assessment only}.  Further information and details will be required after the 
assessment for the Final PIJ approval.   
 

If NO, provide details for the Final PIJ by filling out all areas excluding those sections marked with 

{Required for Pre-PIJ Assessment only}. 
 

II. Project Overview 

II.A Management Summary 

The Arizona State Hospital (originally deeded as the Insane Asylum of Arizona in 1885 by the 13th 
Territorial Legislature) opened for business in 1887 on the 93 acre campus located at 24th Street and Van 
Buren in Phoenix to treat the most severely mentally ill residents in the state.  In 1998, as a result of 
legislation, the State Hospital opened the Arizona Community Protection and Treatment Center (ACPTC), 
which provides treatment services to sexual offenders who are deemed to be a threat to the community.  
Campus facilities include treatment units for approximately 300 civil and forensic patients and 100 
residents of the ACPTC program.  Approximately 700 employees work at the State Hospital, which 
operates 24 hours a day 7 days a week. 
 
The State Hospital’s automated system of record is the electronic medical record (EMR), which contains 
patient demographic data, as well as clinical assessments and treatment information.  Medical and clinical 
providers such as doctors, nurses, rehabilitation staff, dietitians, therapists and many other staff members 
need to routinely make entries or update information in the EMR. 
 

I. Problem Description 
 

Due to the size of the campus, clinicians spend much of their time traveling from one building to another in 
order to provide treatment services to patients.  Although there are currently approximately 400 desktop 
computers in use at the hospital, an inadequate number are deployed on the treatment units due to 
limitations of physical space and infrastructure.  In addition, some areas of the treatment units that are 
accessible to patients, such as group treatment rooms, are intentionally not equipped with network drops or 
computers due to safety and infection control concerns.  Where space is an issue, computers are shared 
by staff, particularly during the day shift when staffing levels are the highest, meaning that staff members 
frequently need to wait for a computer to become available in order to make entries into the EMR.  This 
causes delays in entering clinical updates and progress notes, or may cause errors since staff are relying 
on hand written notes that must be keyed in at a later date and time.  These delays prevent the information 
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from being shared with other treatment team members as quickly and efficiently as possible.  In addition, 
timeframes for completing clinical documentation are dictated by various accrediting bodies, including the 
Joint Commission (TJC) and Centers for Medicare and Medicaid Services (CMS).  A lack of timely and 
accurate documentation in the EMR can result in audit exceptions, revocation of the hospital license, 
financial sanctions and potentially have a negative impact on patient outcomes. 
 
The EMR system is used to provide reports and information that assist medical personnel in delivering 
treatment to patients at the hospital.  In addition, the system produces required reports for the legislature, 
the Governor’s Office of Strategic Planning and Budget, and the Joint Legislative Budget Committee.  All 
personnel must have adequate access to the EMR to ensure that all patient documentation is accurate, 
complete, up-to-date, and available for sharing across disciplines and with external partners. 
 
In FY 2008 and 2009, wireless capabilities were successfully implemented at the State Hospital but due to 
funding limitations, coverage was extended only to the Civil side of the campus, providing coverage in only 
four of approximately thirty buildings (see map in Appendix B). 
 

II. Solution 
 
The proposed solution is to install a Wireless Local Area Network (WLAN) throughout the hospital campus, 
which would allow the use of laptops, tablets, and other mobile devices to enter clinical information and 
other patient data into the EMR from anywhere on the campus, without the need for a hard-wired device.  
The mobile devices and wireless infrastructure will ensure adequate system access and provide staff 
members the ability to make entries directly into the system, eliminating the need to create a hard copy of 
their work.  Medical and clinical personnel depend on the EMR system to obtain and document critical 
treatment information including medications, clinical treatment notes, and test results.  Expanded access to 
the EMR through the use of mobile devices will result in improved patient care. 
 
World Wide Technology (WWT) Professional Services performed a WLAN Site Survey for the Arizona 
State Hospital.  The goal of the analysis was to determine the proper placement of access points to provide 
a pervasive wireless infrastructure capable of supporting data wireless capabilities.  The result of this 
analysis is a document which provides the Arizona State Hospital a detailed report that shows where 
wireless access points are required to support the future wireless network requirements (see Appendix C, 
Connectivity Diagram). 

 
ADHS proposes to procure and implement the WWT solution of two hundred and ten (210) access points 
to be connected over new Category 5e cabling to LAN switches providing Power over Ethernet (PoE).  This 
includes replacing the 40 access points currently located on the Civil side of the campus.  Two wireless 
LAN controllers will also be purchased and configured.   ADHS has selected Cisco’s Identity Services 
Engine (ISE) as the software solution for ensuring the integrity and security of the end user devices (up to 
250 devices for the initial implementation).  The ISE solution will replace the existing Access Control Server 
used to secure the State Hospital’s wireless network.  WWT will install the access points and additional 
cabling, provide services to implement the ISE in conjunction with Information Technology Services (ITS) 
network staff, and conduct a post-implementation site survey to ensure that coverage is as expected. 

 
 

III. Quantified Justification 
 
Wireless Local Area Networks allow workers to access and contribute information far more quickly than 
before, boosting the productivity of all workers who depend on that critical information and, hence, 
increasing the overall agility of the agency.  Up-to-date patient information will be entered and shared more 
timely, which will improve patient care.  The hospital will be assured of meeting the timeliness requirements 
of governing authorities.  WWT successfully implemented the existing wireless network at the State 
Hospital and has considerable experience implementing wireless capabilities in other health care facilities. 

II.B Existing Situation and Problem, “As Is” 

Currently, there is not enough physical space on the hospital’s treatment units to provide a one-to-one ratio 
of desktop computers to staff, nor is the technical infrastructure sufficient to expand access.  Adding 
computers would require extensive wiring and additional power, which would be costly and extremely 



Arizona State Hospital Wireless Network 

 

 8 

disruptive to staff and patients.  In addition, some areas on the treatment units were intentionally left 
unwired and computer-free due to patient safety concerns.  Many of the group treatment planning and 
therapy sessions take place in these rooms, requiring either the dictation of notes for later transcription and 
entry into the EMR, or reliance on handwritten notes, which also need to be entered into the EMR at a later 
time.  The existing wireless capabilities provide coverage in only four out of approximately thirty buildings.  
 
World Wide Technology Professional Services performed a WLAN Site Survey for the Arizona State 
Hospital.  The goal of the analysis was to determine the proper placement of access points to provide a 
pervasive wireless infrastructure capable of supporting data wireless capabilities.  The result of this 
analysis is a document which provides the Arizona State Hospital a detailed report that shows where 
wireless access points are required to support future wireless network requirements.  The purpose of the 
Wireless Site Survey was to: 
 

 Plan for a new deployment of wireless coverage at several Arizona State Hospital office locations. 

 Identify possible sources of interference. 

 Identify sub-optimal access point installation locations and make recommendations for relocation 
of access points when required. 

 
An active site survey was performed using AirMagnet Survey Pro.  Coverage areas that did not meet the 
requirements of Arizona State Hospital were described, along with recommendations to remediate the 
wireless coverage in these areas.  As determined by the analysis performed under the design restrictions 
detailed above, two hundred and ten (210) Access Points (APs) will be required. 

 
II.C Proposed Changes and Objectives, “To Be” 

ADHS proposes procuring and implementing the WWT proposed solution of two hundred and ten (210) 
APs to be connected over new Category 5e cabling to LAN switches providing Power over Ethernet (PoE).  
The WWT solution will provide the necessary coverage, capacity, client roaming and data throughput 
required to support the data applications defined for use on the wireless network.  The wireless network will 
expand access to the EMR through the use of mobile devices in areas that are not currently set up with 
hard-wired equipment and will eliminate the need for staff to wait for shared computers to become 
available.  This will improve daily operational efficiency and patient care.  
 
Wireless technology offers opportunities for substantially improving healthcare processes and providing a 
unified communication framework for staff members. Technology advances include: 
 

 Strengthened communication security, in support of patient privacy regulations. 

 Push data delivery, ensuring prompt notification in the event of medical crises or urgent situations. 

 Dual-mode connectivity (combining cellular and Wi-Fi), minimizing barriers to communication 
inside buildings or while traveling on the campus. 

 Single point of contact through integrated applications, providing better coordination of 
communication tasks among doctors, nurses and support staff members. 

 Improved access to vital electronic medical records (EMR), decision support tools, medical 
references and similar resources. 
 

Wireless Security  
Security needs to be paramount and a major consideration for any WLAN deployment. The inherently open 
nature of wireless access – compared to the wired world – creates significant security concerns, especially 
user authentication and data encryption.  Broadcast signals often travel into public areas that can be 
accessed by eavesdropping individuals who have not passed through any type of authentication process to 
validate their presence at the site. The site survey should identify the security status of all locations 
considered for wireless access.  To secure the Arizona State Hospital campus wireless network, ADHS will 
implement security policies and mechanisms that keep outsiders out and insiders honest.  Fully protecting 
the WLAN means: 
 

 Preventing external hackers from getting access to the network 

 Allowing only authorized users into the network 

 Preventing those inside the network from executing deliberate or inadvertent attacks 
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 Monitoring of the network to identify rogue WLANs, detect intruders and impending threats, and 
enforce WLAN security policies. 
 

To be truly effective, the security policy must accomplish these goals in a way that is transparent to the 
users, easy to administer, and does not disrupt business.  The following section describes the security 
model that will be used to secure the State Hospital’s wireless network. 

 

III. Project Approach 

III.A Proposed Technology 

One of the key factors in determining the success of a WLAN deployment is a site survey.  A great deal of 
information can be obtained from the site survey, but even more important is how that information is 
analyzed to support cell planning; cell search threshold; range and throughput; interference/delay spread; 
bandwidth management for applications like voice over WLAN; access point density, and load balancing. 

Technical Specifications: 

World Wide Technology performed a wireless site survey at the State Hospital to specify the location of 
access points to provide signal coverage and data throughput for the wireless infrastructure. The WWT 
proposed solution will require two hundred and ten (210) APs connected over new Category 5e cabling to 
LAN switches providing Power over Ethernet (PoE).  The Access Points will be managed by two Cisco 
Series 5700 WLAN controllers.  ADHS will secure the end user devices using Cisco’s Identity Services 
Engine.  Professional services from WWT will be procured for the installation of the wireless network, 
additional Category 5 cabling, and the ISE implementation.  Ongoing management of the network will be 
the responsibility of ADHS technical staff. 

 

Infrastructure Security Model 
Below is the ADHS Infrastructure Security Model to be maintained for the proposed wireless access points, 
including authentication and use of WPA2 enterprise protocols. 
 

 Authentication, Authorization, and Accounting (AAA) – AAA provides a coherent framework to 
represent and define the ADHS wireless network security design. 

 Authentication refers to the process of obtaining and validating the user’s identity.  ADHS will use 
robust encrypted authentication techniques by leveraging WPA2 / PEAPv0 / MSCHAPv2. PEAP is 
a secure choice for Microsoft Active Directory and Apple mobile device configurations. 

 Authorization provides access control based upon the identity of each person attempting to 
authenticate to the DHS wireless network.  A rich set of enforcements and conditional restrictions 
are utilized. 

 Accounting provides detailed information for auditing and reporting end-user sessions.   

 Access Control Measures.  

 IEEE 802.1x framework. 

 Access Control List (ACL). 

 Network Security Control Measures. 

 VLAN membership. 

 Physical security control measures. 
 

Enhanced Protection Measures 
 ADHS will enable per-user authentication (restricted to authorized employees and/or contractors) 

 ADHS will enable per-session encryption 

 ADHS will enable RADIUS 

 ADHS will enable virus-scanning software on client devices 

 ADHS will configure Firewalls to control access the wireless resources 

 ADHS will enable RFC 1918 and RFC 2827 for inbound traffic 

 ADHS will install FIPS 140-2 tamper evidence seals (installed on each Access Point) 

 ADHS will configure Network Boundary of Control 
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 ADHS will disable Guest access 

 ADHS will disable the SSID broadcast feature 

 ADHS will disable Bluetooth access 

 ADHS will enforce wireless authentication 

 ADHS will enforce wireless authorization 

 ADHS will enforce wireless confidentiality 

 ADHS will ensure wireless endpoint integrity checking 

 ADHS will ensure Non-repudiation. 

Endpoint Integrity Checking 

ADHS will ensure client devices meet the defined security profile before the client device is allowed a 
connection to the ADHS wireless network.  ADHS has selected the Cisco Identity Services Engine (ISE) for 
this purpose.  For comprehensive device security, ISE ensures a seamless integration with market leading 
Mobile Device Management (MDM) platforms to ensure enhanced device security and policy compliance. 
The Cisco ISE is an all-in-one enterprise policy control product that enables comprehensive secure wired, 
wireless, and VPN access, leading to more productive workers and lower operational costs. Key features 
include rigorous identity enforcement, extensive policy enforcement, security compliance, automated 
onboarding, automated device security, dependable anywhere access, operational efficiency, embedded 
enforcement, and next-generation policy enforcement. 

Compliance Model 
ADHS will adhere to: 

 FIPS 140-2 

 HIPAA 

 NIST 

 Statewide Standard P800-S820, Authentication and Directory Services 

 Statewide Standard, P800-S830 Rev 3.0 Network Security 

 Statewide Standard, P800-S850 Encryption Technologies. 

HITRUST Common Security Framework (CSF) 

The ADHS framework will be comprised of HITRUST’s CSF.  The HITRUST CSF contains 13 security 
control categories comprised of 42 control objectives and 135 control specifications which map to HIPAA 
Security rule and other compliance requirements. 

Operational Readiness: 

The ADHS is well-positioned to implement and support the proposed technology and has experienced 
technical resources capable of supporting the new infrastructure as described below. 

Permitted Devices 

ADHS already owns over 100 tablets, 300 smartphones, and 700 laptops.  Each device using Microsoft 
Windows is encrypted with McAfee Endpoint Protection, or in the case of the agency’s Apple devices, 
PASSCODE encryption is enforced via the Mobile Device Management (MDM) system-AirWatch.  McAfee 
Endpoint protection enables pre-boot authentication. 

 Agency Approved Device Types 
o Laptops 
o Smartphones 
o Tablets 

Information Security Controls 

Below is a list of security controls currently utilized by the agency: 

 Cisco Firewalls --  with botnet filtering 

 Cisco Iron Port S650 Web Proxy, AV 

 RSA Envision --  SEIM 

 Cisco  IPS  4255 (IDS) 
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 Trustwave  Network Monitor (DLP) - Vericept 

 Cisco Identity Services Engine (ISE) – ADHS is considering this solution. 

Monitoring Capabilities 
ADHS Audit & Special Investigations and the Information Security Office will monitor the wireless 
infrastructure per below: 

 ADHS will conduct random security audits (performed in-house) 

 ADHS will conduct annual security audits and vulnerability scanning  

 ADHS will conduct real-time Internet monitoring 

 ADHS will maintain an Intrusion Detection and Prevention System (IDPS). 

Risk Management Methodology 

The ADHS Information Security program performs regular risk assessments and risk management. 
Assessments are conducted annually as required by State Wide Policy (P800 Standard S805 Rev 2.0 – IT 
Risk Management) for information technology (IT) systems and their environments to determine security 
vulnerabilities. 

Ongoing Operations 

 Configuration Management 
o ADHS will conduct routine maintenance to ensure the wireless network is at or near the 

proposed vendor patch level.  

 Lifecycle Management 
o ADHS developed a system life-cycle document to forecast the wireless network refresh 

schedule. 

 Network Administration is conducted by 1 FTE Network Engineer and 1 FTE LAN Admin. 

 Information\network security is performed by 1 FTE Information Security Manager and 1 FTE 
Network Security Manager. 

III.B Other Alternatives Considered 

 
The other option considered was purchasing additional desktop computers and placing them in each unit.  
This was not seen as a viable option as it would require extensive additional wiring in units, the purchase of 
additional computers, and would take up additional space within the units where space is already limited.  
In addition, there are areas within the treatment units where network drops and desktops are not advisable 
due to patient safety concerns. 

III.C Major Deliverables and Outcomes 

 

Deliverables: 

 Purchase wireless infrastructure – ADHS 

 Install/configure wireless infrastructure – WWT  

 Deploy wireless infrastructure – WWT, ADHS 

 ISE Implementation – WWT, ADHS 

 Post-Implementation Site Survey – WWT, ADHS 
 

Outcomes:  As a result of this project, medical personnel and other clinicians will have expanded access 
to the EMR, enabling up-to-date medical records that will immediately be available to all personnel who 
need this information for patient care and regulatory purposes. 
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IV. Policies, Standards & Procedures 

IV.A Enterprise Architecture 

 Yes No - Does this project meet all standards and policies for Network, Security, Platform, 
Software/Application, and/or Data/Information as defined in http://aset.azdoa.gov/security/policies-standards-and-
procedures as applicable for this project?   

 

If NO please describe NEW or EXCEPTIONS to Standards {Network, Security, Platform,  
Software/Application and/or Data/Information}: 

 

 

IV.B Service Oriented Architecture Planning and Implementation 

 Yes No - Does this project qualify as an SOA application by improving application delivery for 
technology reuse and /or application reuse and / or services reuse?  

IV.C Disaster Recovery Plan and Business Continuity Plan 

 Yes No - Does this project require a Disaster Recovery Plan and Business Continuity Plan? 

IV.D Project Operations 

 Yes No - Is there a written assessment of short-term and long-term effects the project will have 
on operations? 

IV.E Web Development Initiative 

 Yes No - Is this a Web Development initiative?  If YES, a Notice of Intent (NOI) must be provided. 
Link: http://aset.azdoa.gov/node/15 
 

IV.F IT State Goals 
Please check which goal the project is in support of; if more than one, indicate only the primary goal. 

  Accelerate Statewide Enterprise Architecture Adoption 

 Champion Governance, Transparency and Communication 

  Invest in Core Enterprise Capabilities 

  Proactively Manage Enterprise Risk 

  Implement a Continuous Improvement Culture 

  Adopt Innovative Sustainability Models 

 Reduce Total Cost of Ownership 

 Improve Quality, Capacity and Velocity of Business Services 

 Strengthen Statewide Program and Project Management 

 Build Innovative and Engaged Teams 

 Other______________________ 
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V. Roles and Responsibilities  

V.A Project Roles & Responsibilities: 

 

Please identify Project Roles & Responsibilities: 
 
1.0 Project Sponsor – Donna Noriega – This position will provide approval for project scope. Specific 
responsibilities will include (but not be limited to): 
 
• Project champion, provides direction and support to the team 
• Approves project scope and funding and sets the priority. 
 
2.0 Information Technology Executive – Paula Mattingly, Assistant Director / Chief Information Officer - 
This position will be accountable to place the necessary Information Technology at the Enterprise level and 
to meet the goals within the budget and timeline. Specific responsibilities will include (but not be limited to): 
 
• Project champion, provides direction and support to ITS team 
• Implement necessary Infrastructure and meet the immediate business needs 
• Monitoring business value 
• Management of IT staff or other resources. 
 
3.0 Information Technology Project Manager – Janet Slawinski, ITS Project Manager - This position will 
provide leadership and overall project management and efforts described in this document and for the 
future technology needs of the Department.   
 
4.0 Network Engineer – Eric Hill -- This position will provide technical analysis, configuration, testing and 
deployment support.   
 
5.0 Receiving – This position will tag the equipment prior to installation and configuration. 
 
6.0 Professional Services - WWT -- Provides design, build, installation, configuration, and testing. 
 
 

Please indicate Project Manager Certification: 

 

The project manager assigned to the project is:  

  Project Management Professional (PMP) Certified 

  State of Arizona Certified 
   PM Certification not required 
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VII. Project Timeline {A} 

VII.A Project Schedule  

Provide estimated schedule for the development of this project. These dates are estimates only; 

more detailed dates will be required at project start up once the project schedule is established.  

 
Project Start Date:  

 
Project End Date:  

 

Note:  Installation of this wireless network is dependent upon AzNet completing the switch replacement 
project first.  Once that is scheduled, the wireless implementation will be scheduled with WWT.  The 
estimated completion for this project is 3 – 6 months after PIJ approval. 

VIII. Project Financials  
 

Project Funding Details   Select One  Pre PIJ Assessment Funding Details Only 

        Full PIJ Project Funding Details 
 

VIII.A Pre-Assessment Project Financials {Required for Pre-Assessment PIJ Only} 

  

Project Funding Details for Pre-Assessment Project Investment Justification Only  
  
 (Double click on table below – add funding in whole dollars and then click outside the table to return to Word doc) 

Category  FY____  FY____   FY____    FY____  FY____  Total 

Assessment Costs -$                           

Development Costs -$                           

Total Development Costs 

(including Assessment)
 $                   -  $                   -  $                   -  $                   -  $                   -  $                          - 

Operational Costs (if 

estimate is available)
-$                           

Total Estimated Project 

Costs
 $                   -  $                   -  $                   -  $                   -  $                   -  $                          - 

 ESTIMATED COSTS 

 
 

VIII.B Detailed Project Financials {Required for PIJ Approval} 

 

Development and Operational Project Funding Details  
 
Funding Categories: 
 
Professional and Outside Services: The dollars to be expended for all third-party consultants and contractors. 
Hardware: All costs related to computer hardware and peripheral purchases for the project. 
Software:  All costs related to applications and systems related software purchases for the project. 
Communications:  All costs related to telecommunications equipment, i.e. switches, routers, leased lines, etc. 
Facilities:  All costs related to improvements or expansions of existing facilities required to support this project. 
License & Maintenance Fees: All licensing and maintenance fees that might apply to hardware, software and any 
other products as up-front costs to the project (ongoing costs would be included under Operational expense). 
Other:  Other IT costs not included above, such as travel, training, documentation, etc. 
     NOTE: FTE costs may be included in section VIII.e below, as required. 
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VIII.C Funding Source {A}   

 (Double click on table below – add funding in whole dollars and then click outside the table to return to Word doc) 

Funding Source Category Name of Funding 

Source

Total ($)

Development 

Budget

Operational 

Budget

Development 

Budget)

Operational 

Budget
General Fund  $                     - 

Federal ARRA Fund  $                     - 

Federal Fund HPP Grant  $       510,626  $         33,190  $         543,816 

Other Appropriated Funds  $                     - 

Other Non Appropriated Funds ASH Fund  $         96,048  $           96,048 

TOTAL PROJECT COSTS   

(Should = development and 

operational totals above)

 $       510,626  $       129,238  $                   -  $                   -  $         639,864 

Currently Available ($) New Request ($)
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