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B. Proposed Business Solution 
In preparation for this legislative mandate and to standardize on a single, supported solution, ADOT’s 
Motor Vehicle Division will update its legacy credential photo capture system.  The scope of this change 
includes replacing the Division’s fleet of specialized cameras and connected computers, updating the 
legacy photo capture application, integrating with the Central Credential Issuance (CCI) program and 
adding a digital signature input pad to the system.  Subsequently, these new system requirements and 
corresponding instructions will be published by ADOT to provide participating ATP providers with 
specifications and guidance on what equipment to acquire, and how to comply with the new legislation. 

C. Quantified Benefits  

X    Service enhancement 

    Increased revenue 

    Cost reduction 

    Problem avoidance 

    Risk avoidance 

Explain: 

By allowing ATP providers to issue credentials, the public is assured greater convenience and wider 
availability of these services. 

IV. Technology Approach 

A. Proposed Technology Solution 
ADOT plans to purchase the following hardware and accompanying software: 

 64 Hewlett Packard Digital Video Workstation computers 

 64 Camera Towers 

 120 Topaz SignatureGem LCD signature pads 

 Photo capture application 

 Software Development Kit (SDK) and Application Programming Interface (API) for customization 
and application integration 

B. Technology Environment 
In order to process driver license and identification credentials, specialized equipment and software are 
used to capture customer photos and signatures.  The equipment currently in use by ADOT MVD 
customer service field offices has been in operation for 12 years.  To support the new legislation, the 
Department must transition to a single, modern and supported photo capture system, statewide. 

The proposed solution will replace the current image capture architecture with a digital image and 
signature capture system, comprised of the following: 

 Digital Video Workstation (DVW): A Hewlett-Packard desktop computer running Windows 7 
and connected to ADOT’s internal network which runs the capture application and interfaces 
the USB camera and signature pad.  
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 Camera Tower: The camera tower is designed specifically for the high volume and image quality 
demands of credential issuers.  It features MorphoTrust’s Find-a-Face technology which offers 
the following capabilities: 

 Automatically focuses, captures, crops, and color corrects captured images  

 Includes image quality checking to create photos that are compliant with ICAO, ISO and 
AAMVA guidelines  

 Digital Signature Pad: Topaz SignatureGem LCD 4x3 T-L755 is a USB advanced biometric 
electronic signature pad with backlit transflective LCD that displays “electronic ink” under the 
pen tip during signing.  Bundled, secure software Application Programming Interface (API) 
provides interactive text, graphics, and pen-tap hotspots and checkboxes which enable users to 
navigate screens, read agreements, and select preferred options before signing. 

 Photo Capture Application: The CCI project will move credential print processing from the ADOT 
MVD customer service office or ATP to the centralized processor, MorphoTrust.  With 
centralized processing, the customer will be issued temporary paper identification at the ADOT 
MVD customer service office or ATP while the card is being printed and mailed from the 
centralized location.  The existing DVW application will be redesigned to interface with the new 
MorphoTrust camera system.  The SDK and API from MorphoTrust will allow the new cameras to 
easily integrate with ADOT's custom-developed application and assure interoperability with 
hardware and/or firmware updates in the future. 

A total of 64 cameras, 64 digital video workstations, and 120 signature pads will be purchased to 
support MVD field offices, CDL offices, and Office of Inspector General.  The proposed purchase includes 
9 cameras and 65 signature pads for training and testing, and in-service failure replacements. 

The diagram on the following page shows how the new system will be configured. 
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XI. Additional Information 

Security Controls 

The photos will be encrypted with SQL Server 2012 Enterprise encryption and stored in the existing 
AZCIS License Photo Database, transmitted over a secure connection.  Other sensitive information will 
be processed in files (called folios, moved internally using Secure FTP) which will be pulled in to an 
encrypted database.  When the information is transmitted to the third-party processor (MorphoTrust), 
the information will be encrypted and transmitted via secure protocol (HTTPS) with additional security 
measures (such as mutual certificate exchange). 
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