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Internal Revenue Code Section § 7213. 

 Unauthorized disclosure of information 

 

(a) Returns and return information 

(1) Federal employees and other persons 
It shall be unlawful for any officer or employee of the United States or any person 
described in section 6103 (n) (or an officer or employee of any such person), or any 
former officer or employee, willfully to disclose to any person, except as authorized 
in this title, any return or return information (as defined in section 6103 (b)). Any 
violation of this paragraph shall be a felony punishable upon conviction by a fine in 
any amount not exceeding $5,000, or imprisonment of not more than 5 years, or 
both, together with the costs of prosecution, and if such offense is committed by 
any officer or employee of the United States, he shall, in addition to any other 
punishment, be dismissed from office or discharged from employment upon 
conviction for such offense. 

(2) State and other employees 
It shall be unlawful for any person (not described in paragraph (1)) willfully to 
disclose to any person, except as authorized in this title, any return or return 
information (as defined in section 6103 (b)) acquired by him or another person 
under subsection (d), (i)(3)(B)(i) or (7)(A)(ii), (l)(6), (7), (8), (9), (10), (12), (15), 
(16), (19), or (20) or (m)(2), (4), (5), (6), or (7) of section 6103. Any violation of 
this paragraph shall be a felony punishable by a fine in any amount not exceeding 
$5,000, or imprisonment of not more than 5 years, or both, together with the costs 
of prosecution. 

(3) Other persons 
It shall be unlawful for any person to whom any return or return information (as 
defined in section 6103 (b)) is disclosed in a manner unauthorized by this title 
thereafter willfully to print or publish in any manner not provided by law any such 
return or return information. Any violation of this paragraph shall be a felony 
punishable by a fine in any amount not exceeding $5,000, or imprisonment of not 
more than 5 years, or both, together with the costs of prosecution. 

(4) Solicitation 
It shall be unlawful for any person willfully to offer any item of material value in 
exchange for any return or return information (as defined in section 6103 (b)) and 
to receive as a result of such solicitation any such return or return information. Any 
violation of this paragraph shall be a felony punishable by a fine in any amount not 
exceeding $5,000, or imprisonment of not more than 5 years, or both, together with 
the costs of prosecution. 
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(5) Shareholders 
It shall be unlawful for any person to whom a return or return information (as 
defined in section 6103 (b)) is disclosed pursuant to the provisions of section 6103 
(e)(1)(D)(iii) willfully to disclose such return or return information in any manner not 
provided by law. Any violation of this paragraph shall be a felony punishable by a 
fine in any amount not to exceed $5,000, or imprisonment of not more than 5 years, 
or both, together with the costs of prosecution. 

(b) Disclosure of operations of manufacturer or producer 
Any officer or employee of the United States who divulges or makes known in any 
manner whatever not provided by law to any person the operations, style of work, 
or apparatus of any manufacturer or producer visited by him in the discharge of his 
official duties shall be guilty of a misdemeanor and, upon conviction thereof, shall be 
fined not more than $1,000, or imprisoned not more than 1 year, or both, together 
with the costs of prosecution; and the offender shall be dismissed from office or 
discharged from employment. 

(c) Disclosures by certain delegates of Secretary 
All provisions of law relating to the disclosure of information, and all provisions of 
law relating to penalties for unauthorized disclosure of information, which are 
applicable in respect of any function under this title when performed by an officer or 
employee of the Treasury Department are likewise applicable in respect of such 
function when performed by any person who is a “delegate” within the meaning of 
section 7701 (a)(12)(B). 

(d) Disclosure of software 
Any person who willfully divulges or makes known software (as defined in section 
7612 (d)(1)) to any person in violation of section 7612 shall be guilty of a felony 
and, upon conviction thereof, shall be fined not more than $5,000, or imprisoned 
not more than 5 years, or both, together with the costs of prosecution. 

(e) Cross references 

(1) Penalties for disclosure of information by preparers of returns 
For penalty for disclosure or use of information by preparers of returns, see section 
7216. 

(2) Penalties for disclosure of confidential information 
For penalties for disclosure of confidential information by any officer or employee of 
the United States or any department or agency thereof, see 18 U.S.C. 1905. 



Arizona Department of Revenue Certification of Confidentiality Awareness 

Page 3 of 12 

IRC Section § 7213A. Unauthorized inspection of returns or 

 return information 

 

(a) Prohibitions 
(1) Federal employees and other persons 
It shall be unlawful for—  

(A) any officer or employee of the United States, or 

(B) any person described in subsection (l)(18) or (n) of section 6103 or an 
officer or employee of any such person, willfully to inspect, except as authorized 
in this title, any return or return information. 

(2) State and other employees 
It shall be unlawful for any person (not described in paragraph (1)) willfully to 
inspect, except as authorized in this title, any return or return information acquired 
by such person or another person under a provision of section 6103 referred to in 
section 7213 (a)(2). 

(b) Penalty 
(1) In general 
Any violation of subsection (a) shall be punishable upon conviction by a fine in any 
amount not exceeding $1,000, or imprisonment of not more than 1 year, or both, 
together with the costs of prosecution. 

(2) Federal officers or employees 
An officer or employee of the United States who is convicted of any violation of 
subsection (a) shall, in addition to any other punishment, be dismissed from office 
or discharged from employment. 

(c) Definitions 
For purposes of this section, the terms “inspect”, “return”, and “return information” 
have the respective meanings given such terms by section 6103 (b). 
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IRC Section § 7431. Civil damages for unauthorized inspection or 

 disclosure of returns and return information 

 

(a) In general 
(1) Inspection or disclosure by employee of United States 
If any officer or employee of the United States knowingly, or by reason of 
negligence, inspects or discloses any return or return information with respect to a 
taxpayer in violation of any provision of section 6103, such taxpayer may bring a 
civil action for damages against the United States in a district court of the United 
States. 

(2) Inspection or disclosure by a person who is not an employee of 
United States 
If any person who is not an officer or employee of the United States knowingly, or 
by reason of negligence, inspects or discloses any return or return information with 
respect to a taxpayer in violation of any provision of section 6103, such taxpayer 
may bring a civil action for damages against such person in a district court of the 
United States. 

(b) Exceptions 
No liability shall arise under this section with respect to any inspection or 
disclosure— 

(1) which results from a good faith, but erroneous, interpretation of section 6103, 
or 

(2) which is requested by the taxpayer. 

(c) Damages 
In any action brought under subsection (a), upon a finding of liability on the part of 
the defendant, the defendant shall be liable to the plaintiff in an amount equal to 
the sum of— 

(1) the greater of— 

(A) $1,000 for each act of unauthorized inspection or disclosure of a return or 

return information with respect to which such defendant is found liable, or 

(B) the sum of— 

(i) the actual damages sustained by the plaintiff as a result of such 

unauthorized inspection or disclosure, plus 

(ii) in the case of a willful inspection or disclosure or an inspection or 
disclosure which is the result of gross negligence, punitive damages, plus 

(2) the costs of the action, plus  
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(3) in the case of a plaintiff which is described in section 7430 (c)(4)(A)(ii), 
reasonable attorneys fees, except that if the defendant is the United States, 
reasonable attorneys fees may be awarded only if the plaintiff is the prevailing party 
(as determined under section 7430 (c)(4)). 

(d) Period for bringing action 
Notwithstanding any other provision of law, an action to enforce any liability created 
under this section may be brought, without regard to the amount in controversy, at 
any time within 2 years after the date of discovery by the plaintiff of the 
unauthorized inspection or disclosure. 

(e) Notification of unlawful inspection and disclosure 
If any person is criminally charged by indictment or information with inspection or 
disclosure of a taxpayer’s return or return information in violation of—  

(1) paragraph (1) or (2) of section 7213 (a), 

(2) section 7213A (a), or 

(3) subparagraph (B) of section 1030 (a)(2) of title 18, United States Code, the 
Secretary shall notify such taxpayer as soon as practicable of such inspection or 
disclosure. 

(f) Definitions 
For purposes of this section, the terms “inspect”, “inspection”, “return”, and “return 
information” have the respective meanings given such terms by section 6103 (b).  

(g) Extension to information obtained under section 3406 
For purposes of this section—  
(1) any information obtained under section 3406 (including information with respect 
to any payee certification failure under subsection (d) thereof) shall be treated as 
return information, and 

(2) any inspection or use of such information other than for purposes of meeting 
any requirement under section 3406 or (subject to the safeguards set forth in 
section 6103) for purposes permitted under section 6103 shall be treated as a 
violation of section 6103. 
For purposes of subsection (b), the reference to section 6103 shall be treated as 
including a reference to section 3406. 

(h) Special rule for information obtained under section 6103 (k) (9) 
For purposes of this section, any reference to section 6103 shall be treated as 
including a reference to section 6311 (e). 
Search this title: 
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Arizona Revised Statute §42-2001. Definitions 

In this article, unless the context otherwise requires: 
1. "Affidavits" includes forms received to report nontaxable estates. 

2.  "Confidential information": 

(a) Includes the following information whether it concerns individual taxpayers or is 

aggregate information for specifically identified taxpayers: 

(i) Returns and reports filed with the department for income tax, withholding tax, 
transaction privilege tax, luxury tax, use tax, rental occupancy tax, property tax, 
estate tax and severance tax. 

(ii) Affidavits, reports or other information filed relating to taxable and 

nontaxable estates. 

(iii) Applications for transaction privilege licenses, luxury tax licenses, use tax 

licenses and withholding licenses. 

(iv) Information discovered concerning taxes and receipts by the department, 

whether or not by compulsory process. 

(v) Return information obtained from the United States internal revenue service 
and United States bureau of alcohol, tobacco and firearms. 

(vi) Information supplied at the special request of the department by a taxpayer 

which the taxpayer requests to be held in confidence. 

(vii) Guidelines, standards or procedures that are established by the department 
for, or other information relating to, selecting returns or taxpayers for 
examination or settling or compromising any tax liability. 

(viii) A taxpayer's identity, the nature, source or amount of the taxpayer's 
income, payments, receipts, deductions, exemptions, credits, assets, liabilities, 
net worth, tax liability, tax withheld, deficiencies, over-assessments or tax 
payments, whether the taxpayer's return was, is being or will be examined or 
subject to investigation, collection or processing or any other data received by, 
recorded by, prepared by, furnished to or collected by the department with 
respect to a return or with respect to the termination, or possible existence, of 
liability of any person for any tax, penalty or interest imposed pursuant to this 
title or title 43. 

(b) Does not include information which is otherwise a public record. 

3. "Report" includes a notice of insurance payments, a request for a release of a bank 
account and an inventory of a safe deposit box. 

4. "Return" includes any form prescribed by the department and any supporting 
schedules, attachments and lists. 

5. "Tax administration" includes assessment, collection, investigation, litigation, 
statistical gathering functions, enforcement, policy making functions or management 
of those functions of the tax revenue laws of this state. 
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6. "Taxpayer", with respect to a joint return, means either party. 

 

ARS §42-2002. Disclosure of confidential information prohibited 
A. A person, including a former employee or agent of the department or the office of 

administrative hearings or a person previously having an administrative duty for the 
department or the office of administrative hearings, who has received confidential 
information while an employee or agent of the department or the office of 
administrative hearings, while performing an administrative duty for the department 
or the office of administrative hearings or pursuant to an exception under section 
42-2003, subsection B or H shall not disclose that information except as provided in 
this article. 

B. Confidential information may not be disclosed relating to applications for cannabis or 
controlled substance tax licenses or payments under prior law. 

C. Confidential information shall not be disclosed if the department determines that 
disclosure would seriously impair any civil or criminal tax investigation or if the 
disclosure would be contrary to section 6103(d), 6103(p)(8) or 7213 of the internal 
revenue code. 

 

ARS §42-2003. Authorized disclosure of confidential information 
A. Confidential information relating to: 

1. A taxpayer may be disclosed to the taxpayer, its successor in interest or a 
designee of the taxpayer who is authorized in writing by the taxpayer. A principal 
corporate officer of a parent corporation may execute a written authorization for 
a controlled subsidiary. 

2. A corporate taxpayer may be disclosed to any principal officer, any person 
designated by a principal officer or any person designated in a resolution by the 
corporate board of directors or other similar governing body. 

3. A partnership may be disclosed to any partner of the partnership. This exception 
does not include disclosure of confidential information of a particular partner 
unless otherwise authorized. 

4. An estate may be disclosed to the personal representative of the estate and to 
any heir, next of kin or beneficiary under the will of the decedent if the 
department finds that the heir, next of kin or beneficiary has a material interest 
which will be affected by the confidential information. 

5. A trust may be disclosed to the trustee or trustees, jointly or separately, and to 
the grantor or any beneficiary of the trust if the department finds that the 
grantor or beneficiary has a material interest which will be affected by the 
confidential information. 
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6. Any taxpayer may be disclosed if the taxpayer has waived any rights to 
confidentiality either in writing or on the record in any administrative or judicial 
proceeding. 

7. The name and taxpayer identification numbers of persons issued direct payment 
permits may be publicly disclosed. 

B. Confidential information may be disclosed to: 

1. Any employee of the department whose official duties involve tax administration. 

2. The office of the attorney general solely for its use in preparation for, or in an 
investigation which may result in, any proceeding involving tax administration 
before the department or any other agency or board of this state, or before any 
grand jury or any state or federal court. 

3. The department of liquor licenses and control for its use in determining whether 
a spirituous liquor licensee has paid all transaction privilege taxes and affiliated 
excise taxes incurred as a result of the sale of spirituous liquor at the licensed 
establishment and imposed on the licensed establishments by this state and its 
political subdivisions. 

4. Other state tax officials whose official duties require the disclosure for proper tax 
administration purposes if the information is sought in connection with an 
investigation or any other proceeding conducted by the official. Any disclosure is 
limited to information of a taxpayer who is being investigated or who is a party 
to a proceeding conducted by the official. 

5. The following agencies, officials and organizations, if they grant substantially 
similar privileges to the department for the type of information being sought, 
pursuant to statute and a written agreement between the department and the 
foreign country, agency, state, Indian tribe or organization: 

(a) The United States internal revenue service, alcohol and tobacco tax and trade 
bureau of the United States treasury, United States bureau of alcohol, 
tobacco, firearms and explosives of the United States department of justice, 

United States drug enforcement agency and federal bureau of investigation. 

(b) A state tax official of another state. 

(c) An organization of states that operates an information exchange for tax 

administration purposes. 

(d) An agency, official or organization of a foreign country with responsibilities 
that are comparable to those listed in subdivision (a), (b) or (c) of this 
paragraph. 

(e) An agency, official or organization of an Indian tribal government with 
responsibilities comparable to the responsibilities of the agencies, officials or 
organizations identified in subdivision (a), (b) or (c) of this paragraph. 
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6. The auditor general, in connection with any audit of the department subject to 
the restrictions in section 42-2002, subsection C. 

7. Any person to the extent necessary for effective tax administration in connection 
with: 

(a) The processing, storage, transmission, destruction and reproduction of the 

information. 

(b) The programming, maintenance, repair, testing and procurement of 
equipment for purposes of tax administration. 

8. The office of administrative hearings relating to taxes administered by the 
department pursuant to section 42-1101, but the department shall not disclose 
any confidential information: 

(a) Regarding income tax, withholding tax or estate tax. 

(b) On any tax issue relating to information associated with the reporting of 
income tax, withholding tax or estate tax. 

9. The United States treasury inspector general for tax administration for the 
purpose of reporting a violation of internal revenue code section 7213A (26 
United States Code section 7213A), unauthorized inspection of returns or return 
information. 

10. The financial management service of the United States treasury department for 
use in the treasury offset program. 

11. The department of commerce for its use in both: 

(a) Qualifying motion picture production companies for the tax incentives 
provided for motion picture production under chapter 5 of this title and 

sections 43-1075 and 43-1163. 

(b) Fulfilling its annual reporting responsibility pursuant to section 41-1517, 
subsection J. 

C. Confidential information may be disclosed in any state or federal judicial or 
administrative proceeding pertaining to tax administration if the taxpayer is a party 
to the proceeding. 

D. Identity information may be disclosed for purposes of notifying persons entitled to 
tax refunds if the department is unable to locate the persons after reasonable effort. 

E. The department, upon the request of any person, shall provide the names and 
addresses of bingo licensees as defined in section 5-401 or verify whether or not a 
person has a privilege license and number or withholding license and number. 
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F. A department employee, in connection with the official duties relating to any audit, 
collection activity or civil or criminal investigation, may disclose return information to 
the extent that disclosure is necessary to obtain information which is not otherwise 
reasonably available. These official duties include the correct determination of and 
liability for tax, the amount to be collected or the enforcement of other state tax 
revenue laws. 

G. If an organization is exempt from this state's income tax as provided in section 43-
1201 for any taxable year, the name and address of the organization and the 
application filed by the organization upon which the department made its 
determination for exemption together with any papers submitted in support of the 
application and any letter or document issued by the department concerning the 
application are open to public inspection. 

H. Confidential information relating to transaction privilege tax, use tax, severance tax, 
jet fuel excise and use tax and rental occupancy tax may be disclosed to any county, 
city or town tax official if the information relates to a taxpayer who is or may be 
taxable by the county, city or town. Any taxpayer information released by the 
department to the county, city or town: 

1. May only be used for internal purposes. 

2. May not be disclosed to the public in any manner that does not comply with 
confidentiality standards established by the department. The county, city or town 
shall agree in writing with the department that any release of confidential 
information that violates the confidentiality standards adopted by the department 
will result in the immediate suspension of any rights of the county, city or town 
to receive taxpayer information under this subsection. 

I. The department may disclose statistical information gathered from confidential 
information if it does not disclose confidential information attributable to any one 
taxpayer. In order to comply with the requirements of section 42-5029, subsection 
A, paragraph 3, the department may disclose to the state treasurer statistical 
information gathered from confidential information, even if it discloses confidential 
information attributable to a taxpayer. 

J. The department may disclose the aggregate amounts of any tax credit, tax 
deduction or tax exemption enacted after January 1, 1994. Information subject to 
disclosure under this subsection shall not be disclosed if a taxpayer demonstrates to 
the department that such information would give an unfair advantage to 
competitors. 

K. Except as provided in section 42-2002, subsection B, confidential information, 
described in section 42-2001, paragraph 2, subdivision (a), item (iii), may be 
disclosed to law enforcement agencies for law enforcement purposes. 
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L. The department may provide transaction privilege tax license information to 
property tax officials in a county for the purpose of identification and verification of 
the tax status of commercial property. 

M. The department may provide transaction privilege tax, luxury tax, use tax, property 
tax and severance tax information to the ombudsman-citizens aide pursuant to title 
41, chapter 8, article 5. 

N. Except as provided in section 42-2002, subsection C, a court may order the 
department to disclose confidential information pertaining to a party to an action. An 
order shall be made only upon a showing of good cause and that the party seeking 
the information has made demand upon the taxpayer for the information. 

O. This section does not prohibit the disclosure by the department of any information 
or documents submitted to the department by a bingo licensee. Before disclosing 
the information the department shall obtain the name and address of the person 
requesting the information. 

P. If the department is required or permitted to disclose confidential information, it 
may charge the person or agency requesting the information for the reasonable cost 
of its services. 

Q. Except as provided in section 42-2002, subsection C, the department of revenue 
shall release confidential information as requested by the department of economic 
security pursuant to section 42-1122 or 46-291. Information disclosed under this 
subsection is limited to the same type of information that the United States internal 
revenue service is authorized to disclose under section 6103(l)(6) of the internal 
revenue code. 

R. Except as provided in section 42-2002, subsection C, the department of revenue 
shall release confidential information as requested by the courts and clerks of the 
court pursuant to section 42-1122. 

S. To comply with the requirements of section 42-5031, the department may disclose 
to the state treasurer, to the county stadium district board of directors and to any 
city or town tax official that is part of the county stadium district confidential 
information attributable to a taxpayer's business activity conducted in the county 
stadium district.  

T. The department shall release confidential information as requested by the attorney 
general for purposes of determining compliance with and enforcing section 44-7101, 
the master settlement agreement referred to therein and subsequent agreements to 
which the state is a party that amend or implement the master settlement 
agreement. Information disclosed under this subsection is limited to luxury tax 
information relating to tobacco manufacturers, distributors, wholesalers and retailers 
and information collected by the department pursuant to section 44-7101(2)(j). 
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U. For proceedings before the department, the office of administrative hearings, the 
board of tax appeals or any state or federal court involving penalties that were 
assessed against a return preparer or electronic return preparer pursuant to section 
42-1103.02 or 42-1125.01, confidential information may be disclosed only before the 
judge or administrative law judge adjudicating the proceeding, the parties to the 
proceeding and the parties' representatives in the proceeding prior to its 
introduction into evidence in the proceeding. The confidential information may be 
introduced as evidence in the proceeding only if the taxpayer's name, the names of 
any dependents listed on the return, all social security numbers, the taxpayer's 
address, the taxpayer's signature and any attachments containing any of the 

foregoing information are redacted and if either: 

1. The treatment of an item reflected on such return is or may be related to the 

resolution of an issue in the proceeding. 

2. Such return or return information relates or may relate to a transactional 
relationship between a person who is a party to the proceeding and the taxpayer 
which directly affects the resolution of an issue in the proceeding. 

V. The department may disclose to the attorney general confidential information 
received under section 44-7111 and requested by the attorney general for purposes 
of determining compliance with and enforcing section 44-7111. The department and 
attorney general shall share with each other the information received under section 
44-7111, and may share the information with other federal, state or local agencies 
only for the purposes of enforcement of section 44-7101, section 44-7111 or 
corresponding laws of other states. 

 
 

ARS §42-2004. Violation; classification 
A disclosure of confidential information in violation of this article is a class 1 
misdemeanor. A knowing disclosure of confidential information in violation of this article 
is a class 6 felony. 
 


