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1. AUTHORITY
To effectuate the mission and purposes of the Arizona Department of Administration (ADOA), the Agency shall establish a coordinated plan and program for information technology (IT) implemented and maintained through policies, standards and procedures as authorized by  Arizona Revised Statutes (A.R.S.) § 18-104, specified in P1000, Information Technology Policy and consistent with Statewide Information Technology policies and standards. Nothing in this policy shall be construed to supersede any federal or State law or statute.
2. PURPOSE
The purpose of this policy is to provide guidance and best practices for the implementation of measures to ensure that the State and its Budget Units maintain ownership of State Data in the custody of vendors and other third parties.
3. SCOPE AND APPLICABILITY
3.1 [bookmark: 30j0zll][bookmark: gjdgxs]This policy applies to all employees and contractors within State Budget Units, Agencies, Boards and Commissions (referred to herein as “Budget Unit” or “BU”) who work with data or repositories of data while executing business functions, activities or services for or on behalf of the BU, its Divisions or its customers.
3.2 This policy applies to all Covered Information Systems designated as such by the Data Policy Council of the BU. A BI system that is used for reports, dashboards and analysis of a Covered Information System may be designated as a Covered System for the purposes of this Policy.
3.3 Applicability of specific standards issued under this policy shall be as specified in those standards, and may either be extended or reduced by those standards.
3.4 [bookmark: _1fob9te]An Information System that contains data classified as Private shall be considered a Covered Information System regardless of whether it has been formally designated as such by the Data Policy Council.
3.5 Applicability of this policy to third parties is governed by contractual agreements entered into between ADOA and the third party.  For contracts in force as of the effective date, subject matter experts (SMEs) acting under direction of the Data Policy Council, shall review the applicability of this policy to third parties before seeking amendments. Prior to entering into new contracts, SMEs shall ascertain the applicability of this policy to third parties and include compliance requirements in the terms and conditions.
3.6 With respect to all other Information Systems in service as of the Effective Date, implementation of this policy is recommended but is not mandatory. If such systems are already compliant as of the Effective Date then procedures to keep them compliant for the remainder of their lifetime shall be implemented or continued.
3.7 This policy shall be referenced in Business Requirements Documents, Requests for Proposal, Statements of Work and other documents that specify the business and technical specifications of Information Systems being developed, procured or acquired.
3.8 State Agencies and Third parties supplying information systems to ADOA or developing information systems on behalf of ADOA shall be required to comply with this Policy including documentation to demonstrate compliance with all State policies and documented security controls.
4. EXCEPTIONS
All requests for exceptions to this policy shall be submitted in writing to the Data Governance Council stating the reasons for the exception, impact, risk and alternate controls that will be implemented to minimize impact and risk. The Data Governance Council shall assess the request and make a recommendation to the Chief Information Officer. Exceptions will be granted only upon approval by the Chief Information Officer or designee.
5. ROLES AND RESPONSIBILITIES
5.1 The Director, Commissioner, Executive Director or other Chief Executive Officer of the BU (referred to herein as “Director”) shall be responsible for ensuring the effective implementation of Information Technology Policies, Standards, and Procedures (PSPs) within the BU.
5.2 BU Supervisors shall ensure that employees and contractors are appropriately trained and educated on this Policy and shall monitor employee and contractor activities to ensure compliance.
5.3 Employees and contractors shall adhere to all State policies, standards and procedures. 
5.4 The Data Governance Council, Data Management Committee, Data Owners, Data Custodians and Data Stewards shall be designated and shall carry out the duties assigned to them under P4400 – Data Governance Organization Policy and any other duties assigned to them under this policy.
5.5 The Data Owners (Data Domain Stewards) shall designate which systems are considered Covered Systems for the purpose of this policy.
6. POLICY
6.1 As the State migrates more applications to third party solutions commonly referred to as “Software as a Service”, “Platform as a Service” or “Infrastructure as a Service”, we encounter a wide variety of terms, conditions and restrictions regarding access to data stored in these systems. This data will be generically referred to in this Policy as “Cloud Data”. This document establishes one policy for the terms and conditions relating to Cloud Data.
6.2 All contracts with third parties that involve the storage and maintenance of Cloud Data shall include language that substantially gives effect to the following principles, namely:
6.2.1 Cloud Data is, and shall always remain the property of the State. 
6.2.2 There shall be no provision in a contract that in any way restricts the State’s access to Cloud Data by any means, including, without limitation, extracting data, connecting directly to the Cloud Data physical data store, accessing an Application Programming Interface (API) to access the data, or making use of the data in a data warehouse or other repository.
6.2.3 Costs for accessing Cloud Data shall be explicitly stated in the contract. The cost of accessing Cloud Data shall form an integral part of the cost of the related application. BUs shall ensure that such costs are built into their budget for the related application and shall not restrict access to Cloud Data by reason of the cost of accessing it.
6.2.4 All contracts with third parties that involve the storage and maintenance of Cloud Data shall include provisions that allow the State sufficient access to the vendor’s Data Model to allow the State to understand and utilize the Cloud Data for analytical purposes.
6.2.5 The existence of “Embedded Analytics” in the vendor’s solution does not in and of itself, provide sufficient reason to restrict access to Cloud Data, and in such cases, the rights of the State to extract data, store it in its own Data Warehouse(s) and utilize it without restriction shall not be diminished.
6.2.6 There shall be no cost associated with extracting and transferring Cloud Data to the State upon termination of a contract.

7. DEFINITIONS AND ABBREVIATIONS
Refer to the PSP Glossary of Terms located on the ADOA-ASET website.
8. REFERENCES
8.1 [bookmark: _3znysh7]P1000 – Information Technology Policy
8.2 A.R.S. § 18-104
8.3 P4400 – Data Governance Organization Policy
9. [bookmark: _2et92p0][bookmark: _GoBack]ATTACHMENTS
None.
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