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Request extending completion date of "In Transit" component of Network Security pro g ponent of Encryption Project is intreducing multiple
next generation firewalls, including all the supporting operational software. Major DOR network modlflcanons were required to enable the encryption devices to work with DOR
systems. Although the new firewail hardware is in place, the firewall rules, VPN confi iguration for both internal and external users, festing and deployment remain to be
completed. This impacts all DOR users internal and external, this must be thoughly tested before launch. Timeline adjustment approved by DOR Director 6/23/15. Staff aug
expense for Q1-Q2 FY16 estimated at $252,000 to be funded through DOR budget.

Timeline Impacts;

» Principle DOR network architect also supporting production and multiple other projects.

- DOA power outage required cancellation & reschedule of implementation CMR.

- Mail server integration issue forced cancellation & reschedule of implementation CMR.

« Configuration of Global Protect (VPN device) has been challenging as DOR requires both internal and external VPN connectlons

« Hiring freeze inhibiting ability to staff required network engineer resources

- Staffing confiicts with AZNET2 and production support

Network Security In Transit Project Timeline;

AZNET2 Pre-work 15 days Mon 6/22/15 Mon 7/13/15

Palo Alto Firewall Migrations 25 days Tue 7/14/15 Mon 8/17/15

Global Protect VPN Pre-work 15 days Tue 7/21/15 Mon 8/10/15

Desktop GP Migration 65 days Tue 8/18/15 Thu 11/19/15

intrusion Detection 60 days Wed 9/9/15 Fri 12/4/15
Proj ect Closeout 18 days IVIon 12/7115 Thu 12/31/15




Since this project expands ADORs encryption technologies and improve its network security posture, it is imperative that this phased delivery approach be utilized in order to

minimize impact to and interruption of key business functions. As noted, the anticipated outcome of the project will be an enhanced Department of Revenue risk management
approach in dealing with continuing malicious attacks and a reduced amount of security risk across the enterprise.
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evenue is vmg orward with the AZNET implementation in July. This will allow for the deveiopme of the new call centers in parallel with the completion of
the In-flight encryption project. To mitigate concern over confidential information leakage to AZNET, DOR [T will control access of the AZNET switches until the In-flight

encryption project is completed.
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