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[bookmark: _Ref352053912]AUTHORITY
To effectuate the mission and purposes of the Arizona Department of Administration (ADOA), the Agency shall establish a coordinated plan and program for information technology (IT) implemented and maintained through policies, standards and procedures (PSPs) as authorized by Arizona Revised Statutes (A.R.S.)§ 41-3504.  
PURPOSE
The purpose of this policy is to ensure that application software solutions and services are implemented safely and consistent with agreed upon expectations and outcomes.
SCOPE
Application to Budget Units (BUs) - This policy shall apply to all BUs and IT integrations and/or data exchange with third parties that perform functions, activities or services for or on behalf of the BU or its Divisions as defined in A.R.S. § 41-3501(1).
Application to Third Parties - This Policy shall apply to all State of Arizona vendors and contractors providing goods and services to the State and to third parties, including other government bodies. This policy applies to BUs and IT integrations and/or data exchange with third parties that perform functions, activities or services for or on behalf of the agency or its divisions. Applicability of this policy to third parties is governed by contractual agreements entered into between the BU and the third party/parties.
EXCEPTIONS
PSPs may be expanded or exceptions may be taken by following the Statewide Policy Exception Procedure. 
Existing IT Products and Services
BU subject matter experts (SMEs) should inquire with the vendor and the state or agency procurement office to ascertain if the contract provides for additional products or services to attain compliance with PSPs prior to submitting a request for an exception in accordance with the Statewide Policy Exception Procedure.
IT Products and Services Procurement
1. Prior to selecting and procuring information technology products and services, BU SMEs shall comply with Statewide IT PSPs when specifying, scoping, and evaluating solutions to meet current and planned requirements.
ROLES AND RESPONSIBILITIES
State Chief Information Officer (CIO) shall:
1. Be ultimately responsible for the correct and thorough completion of Statewide IT PSPs throughout all state BUs.
State Chief Technology Officer (CIO) or his/her designate shall:
1. Be ultimately responsible for all application software selection and implementation;
Review and approve all new application software projects prior to release to production;
Monitor all application software projects after release; and
Ensure that all new application software complies with this policy.
Program Manager shall:
1. Develop the implementation plan for all new application software and services;
1. Ensure that the plan has been reviewed and approved prior to promoting the service to production; and
1. Implement the plan as approved.
The Quality Assurance Manager shall:
1. Ensure that appropriate QA testing is performed to plan; and
1. Ensure that all errors are remediated and retested prior to promotion.
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BUs shall develop and document an implementation plan for all new application software and services covering:
1. System and data conversion;
1. Acceptance testing criteria;
1. Communication;
1. Training;
1. Release preparation;
1. Promotion to production;
1. Early production support;
1. A Fallback/backout plan; and 
1. A post-implementation review
The implementation plan shall reflect the implementation strategy, sequence of steps, resource requirements, inter-dependencies, criteria for management acceptance, installation verification requirements, transition strategy for production support, and update of the business continuity plan (BCP).
The implementation plan shall be reviewed and approved by technical and business process stakeholders prior to promotion to production.
BU management shall review the technical and business risk associated with implementation and ensure that all significant risks are identified and mitigated prior to implementation.
BUs shall develop and document a business process, system and data conversion plan including changes to:
1. Hardware;
1. Networks;
1. Operating systems;
1. Transaction data;
1. Master files;
1. Backups and archives;
1. Interfaces with other systems;
1. Compliance requirements;
1. Business procedures; and
1. System documentation.
BUs shall test the conversion before attempting to convert live data.
BUs shall ensure an accurate, complete backup of all data is taken prior to conversion and stored should a backout be required.
BUs shall develop and document a test plan based on Agency standards that define roles, responsibilities, and entry and exit criteria.  Management shall review and approve the plan prior to data conversion.
The test plan shall include the following components, as appropriate:
1. Unit test;
1. System test;
1. Integration test;
1. User acceptance test (UAT);
1. Performance test;
1. Stress test;
1. Data conversion test;
1. Operational readiness test; and 
1. Backup and recovery tests.
BUs shall establish a test environment representative of planned business process and IT operations using representative data.
BUs shall perform acceptance testing as appropriate and consistent with the implementation plan.
Management shall review error logs and develop and implement remediation including additional testing to verify that the errors have been effectively addressed.
Management shall communicate the results of acceptance testing to all stakeholders for their review and comment.
Management shall ensure final acceptance by business process owners and stakeholders prior to promotion to the production environment.
BUs shall promote new application software and services to the production environment using change controls and management and monitor the results after the change has been communicated to process owners and stakeholders.
BUs shall provide support to users after promotion to production.
BUs shall conduct and document a post-implementation review to confirm the outcome and results.  
DEFINITIONS AND ABBREVIATIONS
Refer to the PSP Glossary of Terms located on the ADOA-ASET website.
REFERENCES
(none)
ATTACHMENTS
(none)
Revision History
	Date
	Change
	Revision
	Signature

	
	
	
	



Page 1 of 5		Effective:    DRAFT


Page 5 of 5		Effective:    DRAFT
image1.png




