Send a secure e-mail message

Start a new message

1. On the File menu, point to New, and then click Mail Message. 

Keyboard shortcut  To create a new e-mail message, press CTRL+SHIFT+M

2. In the Subject box, type [secure] followed by the subject of the message.

3. Compose the email as you normally would.

4. When you are ready to send your message click Send.

Receiving a secure e-mail message
When someone sends you a Registered Envelope, you receive the following files: 
•Notification email message. The notification message indicates that someone has sent you a secure, encrypted message in the form of a Registered Envelope. The notification also includes links to information about Registered Envelopes and Cisco Registered Envelope Service. 
•securedoc.html file attachment. The notification message includes a file attachment named securedoc.html. This file contains both the Registered Envelope itself and the encrypted content (called the “payload”). To view the Registered Envelope, save the securedoc.html file to your hard drive. Then, double-click the file to display the Registered Envelope in a web browser. Typically, a computer must have an Internet connection to properly display the Registered Envelope and decrypt the payload.
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Step-by-Step Guide to Opening Your First Envelope
Step One: Save the securedoc.html File Attachment to Your Hard Drive
When you receive a Registered Envelope notification message, you need to open the securedoc.html file attachment to view the Registered Envelope. For best results, double-click the securedoc.html file and save it to your hard drive before opening it, as shown here.
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Step Two: Open the securedoc.html File in a Web Browser
Open the securedoc.html file in a web browser, such as Microsoft Internet Explorer or Mozilla Firefox. The Registered Envelope is displayed.
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Step Three: Click the Register Button to Enroll with the Service
Click the Register button on the Registered Envelope to enroll with Cisco Registered Envelope Service. The New User Registration page is displayed.[image: image4.emf]
Complete the online registration form and click the Register button at the bottom of the page to create a user account. There is no charge to enroll with and use the service.
After you complete the form and click Register, the following confirmation page is displayed.[image: image5.emf]
Step Four: Activate Your Cisco Registered Envelope Service Account

Check your email inbox for an activation message from the service. The following example shows a typical activation message.
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The following confirmation page is displayed.
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Step Five: View the Registered Envelope Again and Enter Your Password
View the Registered Envelope. The Register button is no longer displayed on the envelope. An Open button appears in its place, as shown here.
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Enter the password for your Cisco Registered Envelope Service user account, and click Open.

The decrypted message is displayed in the browser window.
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After you open a Registered Envelope, you can click Reply to send a Secure Reply message or click Forward to send a Secure Forward message. When you send a Secure Reply or Secure Forward message, the recipient receives a Registered Envelope containing the encrypted message.[image: image10.png]
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