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Solution:  To expand  Data Loss Prevention (DLP) and Multi-factor Authentication (MFA) solutions identified in FY14 to other State agencies and research and pilot additional 
technologies that will provide extra layers of protection for sensitive data. 
 
Benefits: These technologies will provide security protections to sensitive data in ADOA and add these technologies to other State agencies where it does not currently exist.   

Project Management: A Project Manager from ADOA-ASET's Enterprise Project Management Office (EPMO) will work with subject matter experts from the Security, Privacy 
and Risk (SPR) team to acquire the vendor services, coordinate testing and assessment activities with participating agencies, and complete required deliverables.

Milestones:
- Complete FY14 purchase and deployment of Data Loss Prevention (DLP) technology in ADOA
- Complete FY14 purchase and deployment of Multi-factor Authentication (MFA) technology in ADOA
- Purchase and deploy DLP technologies selected from FY14 processes in more State agencies
- Purchase and deploy MFA technologies selected from FY14 processes in more State agencies
- Identify and pilot additional leading edge Directory Auditing technologies that provide information on State employee access to sensitive data
- Select, acquire, and implement Directory Auditing solutions

List Known Dependencies/Risks/Constraints

Submitted by (Printed Name ) Chief Information Officer (Printed Name & Signature)

Nancy Brister Aaron Sandeen

$350,000 $350,000 $725,000 
Change Description (AS IS - TO BE)
In planning for FY14, ADOA identified the need to locate where sensitive data was housed across State systems and add security protections to defend against theft or 
exfiltration of that data.

In FY14,  ADOA-ASET evaluated and selected two leading edge technologies, data loss prevention (DLP) and multi-factor authentication (MFA), to add security layers protecting 
against unauthorized access and data theft with focus on ADOA systems. 

For FY15, ADOA-ASET is proposing to locate, purchase, and install DLP and MFA technologies in more State agencies and entities across the Enterprise. Also, in alignment 
with the objectives of this PIJ/Initiative, ADOA-ASET plans to research, pilot, and implement a Directory Auditing Tool to monitor State employees' access to sensitive data.

These efforts will require extending the timeline, additional funding, and scope as described above. 
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